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Outline

• Introduction – Who we are

• Board  Vs Audit & Risk Committee: Who should get what?

• Risk Registers: How many risks? How much detail?

• Trends: What should you include?

• Reporting Frequency and Detail to include
• Monthly

• Quarterly

• Annually

• Takeaways
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The majority of meetings should be discussions that 
lead to decisions.

Patrick Lencioni
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Introduction

• Experienced Risk & Compliance Professionals

• Members of IRM, IoB, CI (ACOI), IoD, ACCA, ISACA

• Involved in the Development of Standards

• We supply a Governance, Risk & Compliance Software Solution called CalQRisk

• CalQRisk is used by 200+ regulated organisations
• Financial Services, Educational Sector and Not-for-Profit sectors
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Board Vs Audit & Risk Committee
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Board
• Responsible for Oversight, need assurance risk is being managed

• Need assurance that the organisation is compliant

• Need to know what is threatening the achievement of objectives

Audit & Risk Committee
• 2nd and  3rd Lines (of Defence) reporting in

• Need to deliver “internal scrutiny”

• Need to assess the adequacy and effectiveness of risk management

• Need to ensure consistent implementation
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Risk Register
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Prevention               Detection              Mitigation

Risk Assessment – Bow-Tie

8

Expenditure 
significantly 
above target
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Prevention Controls

Threats

Trust is no 

longer viable

Ensure safety of all in 

school community

Deliver school curriculum 

to the highest standard

Manage the financial 

resources effectively

Comply with all legal and 

regulatory requirements

Recruit and retain the 

best staff

Maintain a < 8% vacancy 

level

From Objectives to Risks
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Prevention Controls Mitigation Controls

Threats

Cause 1

Cause 3

Cause 2

Ensure safety of 

all in school 

community

Deliver school 

curriculum to the 

highest standard

Manage the 

financial 

resources 

effectively

Comply with all 

legal and 

regulatory 

requirements

Recruit and retain 

the best staff

Maintain a < 8% 

vacancy level

From Objectives to Risks

Objectives
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Prevention Controls Mitigation Controls

Threats

Cause 1

Cause 3

Cause 2

Poor Safety 

Record

Attainment well 

below par

Untenable 

financial 

position

Significant 

Regulatory 

Breach

High Staff 

turnover

Vacancy levels > 

15% 

From Objectives to Risks

Risks
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Prevention Controls Mitigation Controls

Threats

Cause 1

Cause 3

Cause 2

Untenable 

financial 

position

From Objectives to Risks

Risks

Poor financial oversight

Expenditure significantly 

above target

Crippling interest rates

Poor financial planning

Not meeting reporting 

and audit requirements

Detailed Risks



Trends
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• Evidence of Good Governance at all levels in the organisation required

• ESG (Environmental, Social and corporate Governance) “Non-financial” factors

• Environmental: Climate change, Energy efficiency, pollution, waste management

• Social: Community relations, Diversity & inclusion, Human rights, Labour standards

• Governance: Board composition, Bribery and corruption, Compliance, Succession,..

• Risk Appetite: “The board is responsible for determining the nature and extent of 

the principal risks it is willing to take in achieving its strategic objectives.” UK Corporate 

Governance Code

• Emerging Risks: Trying to anticipate what’s coming, regulatory changes, market, 

skill shortages, recruitment,..



What I want to know as a Trustee
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• What is our risk bearing capacity

• What structures and processes are in place

• Is responsibility assigned?

• Has training been carried out?

• How effective are controls / Have we had any ‘incidents’?

• Have there been any material audit findings?

• Are there any risks outside of our risk appetite?  / KRIs?
• What are we doing to mitigate these (and other) risks

• Are we compliant with all regulations / obligations
• Are there any new regulations coming down the line?

• Is there anything the management team need from the Board to enable better 

management of risk?



What I want the Trustees to know
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What I, as the Risk Management Officer, want the Trustees to know

• The top 10 risks that keep me awake at night

• We are continuously monitoring these and seeking ways to mitigate further

• What we have done since the last board meeting to mitigate risks

• Where we have improved since the last board meeting

• The impact that their decisions are having / have had

• Policy changes required

• Control changes

• New risks emerging

• Stretching our resources

• Risk appetite is too limiting

• The ‘loss events’ that we have experienced; these reflect the environment



What the R & A committee want
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• Evidence that all relevant risks have been appropriately addressed 

through internal scrutiny

• Evidence that there are effective controls (financial and non-

financial) in place

• Evidence that Risk Owners have the skills and knowledge to manage 

the risks under their responsibility

• Evidence that Risks are being managed within the organisation’s risk 

appetite

• Details of plans to address known gaps / findings

• Details of plans to monitor any risks that are of concern



Compliance with the ATH
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• Full gap analysis every September

• Findings sent to audit and risk committee / Board

• Action plan to address any gaps agreed, if necessary

• Compliance monitoring throughout the year e.g. thresholds, etc

• Summary report sent to audit and risk committee for every meeting



Frequency

• Monthly

• Quarterly

• Annually
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Reporting - Monthly

• You have max 15 mins to communicate your message(s)

• Use lots of graphics instead of lots of words

• If there’s a theme to the board meeting, reflect that in your report

• E.g Cybersecurity

• Are there regulatory requirements that need to be addressed?

• Are you responding to a previous request to investigate / risk assess

• Have you concerns, based on the trends you are seeing?

• Are you looking for approval for some action/initiative? 
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Reporting - Monthly

Include:

• Significant Risks

• Change / Trend since last report

• Any new risks / emerging risks

• Effectiveness of Controls

• Update on Tasks from previous reports

• Risk Events / Incidents that have occurred

• Deviations from risk appetite

• Key Risk Indicators (KRIs)
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Key Risk Indicators

Exposure Indicators
Changes in the nature of the macro environment
• Interest rates, unemployment rate, debt financing, energy costs

Stress Indicators
Significant rise in the use of resources (people / material)
• Sick days, accidents, system downtime, complaints.

• Stress indicators at Third-Parties / Sub-contractors / Supply Chain

Causal Indicators
Drivers of some key risks to the business
• Number of open positions, training completed, equipment age, skills lost

Failure Indicators
Poor attainment and failing controls
• Attainment levels, incidents, audit findings, data breaches, policy breaches, fraud
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Reporting - Quarterly

• Monthly Report +

• You have 30 minutes

• Report 

• Page 1: Summary

• Page 2: Graphics

• Page 3+: Detail (Risks, Tasks, Risk events, Compliance, ...)

• Significant changes from previous quarter

• Control Effectiveness: pick one / two areas. (e.g. Financial, Cyber security)

• Emerging Risks: Changes in regulations, Changes in sector, ..
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Reporting to the Board - Annually

• Quarterly Report +

• You have 60 mins

• Review of Risk Management (Framework)

• Full Risk Profile (by Category ?)

• Risk Management Maturity

• Achievements over the past 12 months

• Key Risk Drivers / Events

• Priorities for the next 12 months

• Any changes expected as a result of changes in the Strategic Plan
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Takeaways
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By Sally Godfrey - What is CMMI ?, Public Domain, 

https://commons.wikimedia.org/w/index.php?curid=16790845

• Have different report formats for Monthly, Quarterly, Annual reports

• Make sure that the recipients of the report are getting what they need

• Only include detail where requested / required to support a proposal

• Supply text in pre-meeting documentation / Use Graphics in the meetings

• Communicating with the Board is key to the success of your RM efforts

• Consider giving the Board access to live data
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Thank You

Gerard Joyce

gjoyce@calqrisk.com 

Q&A


