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• Experienced Risk & Compliance Professionals

• Members of IRM, IOB, CI (ACOI), IoD, ACCA, ISACA, ….

• We Make A Governance, Risk & Compliance Solution called CalQRisk 
• A cloud-based software solution

• A single point of reference for risk and compliance status and control environment information

• Contains a knowledgebase of risks and associated controls 

• CalQRisk is used by 2,000+ users in regulated firms and others
Including: Brokers, Fund Management Companies, Fund Administrators, Credit Unions, Charities, Sports 
Organisations, Housing Associations, Aviation, Public Sector Organisations, Solicitors, Schools, MATs and 
Colleges

Who we are and what we do
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" Know what you're getting into, before you get into it

Warren Buffett



Risk Assessment Vs Due Diligence

Due Diligence

• Mostly before you enter into an arrangement

• Authorisation, Capacity and Ability to meet your requirements

• Alignment with your risk appetite, culture, ethical values & behaviour

• IT Security

Risk Assessment

• Part of Risk Management Framework

• Focus is on what could threaten your objectives

• Treat the Third-Parties as an extension of your organisation
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A Risk-based Approach

• Focus on what is important

• Know which are the most critical activities and give the providers of 
these services the most attention

• Don’t overlook key suppliers of the non-service items
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When to do a Risk Assessment

• Prior to entering an arrangement

• Whenever there is change in the arrangements

• Whenever there is change in the environment (regulatory, political,..)

• Whenever there are changes to the circumstances of the Third Party
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The Risk Assessment Process

8Source: ISO31000



Who are your Third Parties?

• Service Providers (IT, Facilities, Payroll, Payments, Delegates..

• Agents

• Suppliers (Utilities: Power, Gas, Internet, Communications,..

• Contractors (Trades, Project Mgmt, …
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What are the Risks?
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Our Co

OSP 2
(Collections)
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(Collections)

OSP 3
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Common Risks

• Financial Distress
• Legal & Regulatory
• Contract & SLA
• Service Disruption
• Data Backup / 

Recovery
• Reputational

Regulatory Environment, Political, Physical 
Climate, Culture, Employment Conditions…

Supplier X
(Fuel)

Supply 
Chain 
Risk

Extended Enterprise



What can cause a Service Disruption
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Resp Process Comments System 

Dependencies

Other Dependencies MTO RPO 12 24 48 Agg

Mary White Sales / Customer Service Customers are very demanding.

Reputation damage after 24 hrs

CRM system Internet

Emai l

12 12 4 5 5 14

John Brown Billing run Total sales get posted to Billing db in the 

nightly run

CRM system

Bi l l ing db

Internet

Remote Desktop 

Gateway

12 1 min 3 4 5 12

Joe Grey Pay Employees Every 2 weeks,

Agree Wed, Pay Fri

Sensitive.

Sage Payrol l  Co

Internet

ROS

1 person from 3

24 24 2 3 3 8

Bob Morley Cash Management AR, AP

Use Bank portal

Unable to pay would have reputational 

impact, possibly perceived as "non-

compliance".

Internet

Finance 

system

Emai l 48 n/a 2 3 3 8

Business Impact Analysis



Risk Analysis
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Reduce - Pre-loss

• Policies, Procedures

• Education & Training

• Design

• Communication

• Performance Measurement

• Maintenance, Review

• Alerts 

• KRIs

Reduce - Post-loss

• Incident Response Procedure

• Education & Training

• Communications Plan



How do you Analyse the Risks?

• Physical Audits

• Questionnaires
• By key area of interest

• What controls are in place

• Performance Review
• Service Levels

• Incidents / Risk Events

• Continuous Monitoring
• Maintaining Standards
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Analyse the Risks



16

Reporting: Risk Register



Evidence

• List of Third Parties that you regularly deal with

• List of Risks associated with each Third Party

• Description of the Controls in place to manage the risks

• SLA Adherence

• Results of regular Monitoring

• Plans to maintain knowledge and understanding up to date

• Regular Communication
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Questions ?

Thank You

gjoyce@calqrisk.com
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