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Introductions

CalQRisk: Develop and supply software to support Governance, Risk and 
Compliance activity across many sectors.

Gerard Joyce: Co-Founder and CTO of CalQRisk
• Participated in the development of ISO 31000: International Risk Management Standard. 

• Chairman of the Irish Risk Management Mirror Committee

Aidan Horan: Director with IPA
• Director in the consultancy, training and development directorate at the Institute of Public 

Administration (IPA) specialising in governance, risk and related services.

• Nominated as a non-executive member of a number of boards / committees.
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Why Do Risk Management?

Because:

• Objectives / Desired Outcomes

• Focus

• Forward Looking

• Process Identifies Opportunities

• Better / Informed Decision Making

• Improved Performance

• Effective Governance Demands It

Risk Management Fundamentals 4



Risk Management Fundamentals 5

What is Risk Management?

• Coordinated activities to direct and control an organisation with 
regard to risk (ISO 31000 Standard)
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What is Risk?

• The Effect of Uncertainty on Objectives (ISO 31000 / Guide 73)

Risks are not Events!
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Code of Practice for the 
Governance of State Bodies

• First published in 1992, updated in 2001, 2009 and 2016 (DPER)
• Role of the Board

• Role of the Chairperson

• Role of Board Members

• Board Effectiveness

• Codes of Conduct, Ethics,..

• Business and Financial Reporting

• Risk Management, Internal Control, Internal Audit and Audit and Risk Committees

• Relations with the Oireachtas, Minister and parent Department

• Remuneration and Superannuation

• Quality Customer Service 



Risk Management

Key Elements of Board’s Oversight of RM:

• Have Risk Management as a “Standing agenda item”

• Approve the Risk Management policy (including setting risk appetite)

• Review / approve management reporting on risk management

• Require external review of effectiveness of RM framework

• Confirmation in annual report of assessment / mitigation.

• Establish an Audit and Risk Committee

• Appoint a CRO
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Internal Control

Board is responsible for ensuring:

• Clearly defined management responsibilities

• Risk identification process and evaluation of financial implications

• A budgeting system and means to compare actual with budget

• Procedures and practices to mitigate risks, e.g. segregation of duties

• Procedures for monitoring the effectiveness of controls

• Confirmation in annual report of review of effectiveness of the system 
of internal control
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The Risk Management Process
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Establishing the Context

• the intended outcomes of the organisation

• the internal and external environment (structure, key third parties, 
standards and legal & regulatory requirements)

• the Risk Criteria used to evaluate the significance of risks

• the Risk Appetite as defined by the Board of Directors

• the stakeholders

• the scope of the risk assessment (Risk Assessment Framework)

• the Key Risk Indicators (KRIs)

Risk Management Fundamentals 11



The Risk Management Process
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Prevention               Detection              Mitigation

Risk Assessment – Bow-Tie
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Checks

Documented Policy

Procedures

Response Plan

Communications Plan

- Poor Skills & Knowledge

- Complacency

- Poor Assessments

- External Environment

Cyber Attack

Review
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Prevention Controls

Threats

Total Loss of 

Public 

Confidence

Deliver quality service to 

service users

Maintain robust financial 

position

Maintain an uptime of > 

99% for all systems

Maintain regulatory 

compliance 

Deliver xyz project by 

Dec 2022

From Objectives to Risks
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Prevention Controls Mitigation Controls

Threats

Cause 1

Cause 3

Cause 2

Deliver quality 

service to service 

users

Maintain robust 

financial position

Maintain an uptime 

of > 99% for all 

systems

Maintain regulatory 

compliance 

Deliver xyz project 

by Dec 2022

From Objectives to Risks

Objectives
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Prevention Controls Mitigation Controls

Threats

Cause 1

Cause 3

Cause 2

Unacceptable 

quality of service 

to service users

Untenable 

financial 

position

Systems down 

for extended 

period

Beach in 

regulatory 

compliance 

Key Project 

suffers major 

delay

From Objectives to Risks

Risks
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Prevention Controls Mitigation Controls

Threats

Cause 1

Cause 3

Cause 2

Systems 

down for 

extended 

period

From Objectives to Risks

Risks

Hardware Failure

Environmental 

Disaster

Failed Update 

Procedure

Data Corrruption

Software Failure

Cyber Attack

Detailed Risks



Prevention               Detection              Mitigation

Risk Assessment – Bow-Tie
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Cyber 

Attack



Risk Treatment
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Brakes Allow a Car to go Fast
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Risk Treatment

Risk Control (Minimise Exposure)

• Terminate  (Avoid)

• Treat (Reduce)
– Pre-loss  (Prevention)
– Post-loss  (Mitigation)

Risk Financing (Fund Losses)

• Tolerate (Retain)

• Transfer
– Insurance
– Contract
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Risk Appetite

Amount and type of risk that an organization is prepared to 
pursue, retain or take. (ISO Guide 73)

• Set by the Board of Directors

• For all who make decisions in the organisation

• For those stakeholders who need assurance
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The limits for risk taking



Risk Appetite – The What

• Reputational risks: We have adopted a cautious stance for reputational 
risks, with a preference for safer delivery options, tolerating a cautious 
degree of residual risk and choosing the option most likely to result in 
successful delivery, thereby enhancing our reputation for delivering high 
quality, cost-effective services to the public. 

• Financial risks: We have adopted a cautious stance for financial risks with 
reference to core running costs, seeking safe delivery options with little 
residual risk that only yield some upside opportunities. The Board will 
receive ongoing assurance through the annual governance statement that 
policies and procedures are in place in line with guidance

Source: Risk_Appetite Guidance Note Aug 2021
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Statements

• Start with each risk category or objective

• For each Objective clarify Primacy and Flexibility

• Will Do / Will not do

• State what you will tolerate / not-tolerate

Limits

• Disaggregation of overall appetite

• Constraints

• Probably expressed in many policies already

Meeting our legal and regulatory obligations will 

take priority over other business objectives.

We will cancel any events or activities that we cannot 

deliver in compliance with our safeguarding obligations 

Our core systems will have a minimum uptime of 

99.5% during operating hours (7 x 12). (Implies 

max 25 min downtime in any one week)

If you have zero-tolerance of non-compliance with legal obligations: Say it!

We only allow Finance department staff to use the company credit card

Any expenditure greater than €5,000 will require 

Board approval

We will apply full public procurement 

compliance to all suppliers/third party providers

Members of the Board may only serve for x 

Terms

Risk Appetite – The How



Capacity

Risk Appetite – The How

Risk Capacity 

is the maximum amount of risk which the organisation is 
technically able to assume before breaching constraints 
determined by capital, liquidity, borrowing capacity, regulations, 
reputation and operational environment.

Risk Management Capability

the ability to manage risk exposures within desired risk limits. 
(Understanding, measurement, skills & knowledge, controls and 
oversight, culture..)
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Risk Criteria

Terms of reference against which the significance of a risk is 
evaluated. (ISO Guide 73)

• Defined by the Risk Officer

• Approved by the Board of Directors

• Must be consistent with the Risk Appetite
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Risk Criteria

Risk Management Fundamentals 27

3 significant Audit 
Findings and several 
Directors departing

Breach of 3 
compliance 
obligations 

Unable to provide 
any service for 1 
week 

Departure of 6 key 
managers in one 
month 
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2 CRO, CCO
Expertise

Advise First Line
Challenge (respectfully)

Ensure Consistent Implementation
Monitoring

Reporting Adequacy and Effectiveness

5 Expertise
e.g. Pen Testing

Satisfy reg requirements
Independence

1 The Doers
The Risk Owners

Identify and control risks
Implement Processes

Report on plans and outcomes
Ensure compliance

Roles and Responsibilities

4 Oversight
Define Objectives

Establish Structures
Provide Resources
Set Risk Appetite

Establishes Internal Audit

3         Quality Control
Independent

Adequacy and Effectiveness
Advise



Thank You

gjoyce@calqrisk.com 
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Our Guest Speaker

Aidan Horan, IPA
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Risk Management in the Public Sector

Contemporary Topics

Aidan Horan
Governance Team @IPA

ahoran@ipa.ie
Institute of Public Administration | 57-61 Lansdowne Road | Dublin 4 | Ireland | Ph. +353 1 2403600 | www.ipa.ie

mailto:ahoran@ipa.ie


Governance – Risk – Assurance 

A sound system of internal control 

provides assurance that an 

organisation will not be hindered in 

achieving its objectives or in the 

orderly and legitimate conduct of its 

business, by circumstances which 

may be reasonably foreseen.      



Risk Report 2022













Risk Management in the Public Sector

Contemporary Topics

Thank you
Aidan Horan

Governance Team @IPA
ahoran@ipa.ie

Institute of Public Administration | 57-61 Lansdowne Road | Dublin 4 | Ireland | Ph. +353 1 2403600 | www.ipa.ie
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Questions & Answers
Questions & Answers
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CalQRisk Platform
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NIST Compliance Report 


